Testinony of Chris Kl aus

| nt r oducti on.

I|"'m here today representing ny conpany, Internet Security
Systens, and also | TAA (the Information Technol ogy Associ ation of
Anerica) to provide you with sonme background information and
reconmendati ons regarding the conputer security threat. Every
day, Internet Security Systens stops crimnal hackers and cyber-
thieves by addressing vulnerabilities in conputers. These
individuals use the Internet for business-to-business warfare,
for international cyber-terrorism or to cause havoc and mayhem
in our technology infrastructure. Internet Security Systens is
involved in every aspect of conputer security, whether in making
the security products or in nmanaging them W also nonitor
net wor ks and systens around the clock (24 x 7 x 365) fromthe US,
Japan, South America, and Europe in our Security Operations
Centers. W search for attacks and msuse, identify and
prioritize security risks, and generate reports explaining the
security risks and what can be done to fix them At the heart of
our solution is our team of world-class security experts focused
on uncovering and protecting against the latest threats. Thi s
team of 200 gl obal specialists, dubbed the X-Force, understands
exactly how to transform the conplex technical challenges into an
effective, practical, and affordable strategy. Because of all of
these capabilities, conpanies and governments turn to us as their
trusted conputer security advisor

| TAA represents over 500 corporate nenber conpanies in the
U S., conpanies that build IT solutions for custoners in industry
and governnent. | TAA is a national |eadership organization in
t he I nfoSec area.

Over the vyears, | have watched conputer vulnerabilities
i ncrease dramatically. The Internet is so useful for the very
reasons that it is so vulnerable. To give you an idea of what we



are dealing with, 1'd like to share an anal ogy. "1l conpare a
conputer to a house. Every conmputer connected to the Internet
has the equival ent of 65,536 doors and w ndows which need to be
| ocked and nonitored to make sure no one breaks in. Mul tiply
65,536 by every conputer in every conpany or household and you
begin to see the extent of the problem Just as physical
security conpanies like ADT nonitor your physical doors and
w ndows, conputer security conpanies nust |ock and nonitor the
doors and wi ndows of conputers.

1. Exanple of denial-of-service attack

A denial -of -service attack, or "DoS', is a specific type of
attack on a network that is designed to bring the network to its
knees. A DoS causes a network to have zero accessibility by
flooding it with useless Internet traffic and requests. Many DoS
attacks exploit Iimtations in the network. During a distributed
DoS attack, a hacker actually takes over nmultiple conmputers with
a "zonbie" programand then, froma renote |ocation, sets themto
|l aunch an attack all at once. This attack nakes it nearly
i npossible to trace the hacker since the attacks appear to have
come fromthe infected conputers - which could be anywhere, such
as universities, the Federal Governnent, businesses, or your
honme. For all known DoS attacks, there are software fixes that
system adm nistrators can install to |limt the damge caused by
the attacks. But, |ike viruses, new DoS attacks are constantly
bei ng created by hackers. Last week’s well-publicized Code Red
email wormis an exanple of how a new DoS attack can be | aunched.

Code Red was designed to launch a DoS attack that would
effectively shut down the Wiite House's Wb site |ast Thursday
eveni ng. Code Red took advantage of systens running conmmonly
used software. Due to Code Red, nore than 200,000 servers were
infected to act as "zonbies" that would wake up and flood the
White House Wb site with DoS traffic in order to force the site
to shut down.



The White House was fortunate and acted in time -- in
cooperation with industry -- to side-step this attack, but Code
Red has forced network and system admi nistrators to spend hours
installing and testing a patch for the infected servers. And sone
servers may remain infected, setting the stage for possible
future attacks.

[11. N PC D scussion.

I"'m here to represent industry's viewpoint on the GCeneral
Accounting Ofice (GAO report entitled "Critical Infrastructure
Prot ecti on: Si gni fi cant Challenges in Developing National
Capabilities". As you know, this report exam nes N PC (Nationa
Infrastructure Protection Center) and recomrends how N PC can
inprove its ability to conbat cybercrinme and cyberterrorism
Before getting to the details of ny findings and recommendati ons,
| would like to point out that NI PC has nade great strides. Ron
D ck has been an effective | eader and shoul d be commended for his
efforts in a very conplicated job.

The GAO report had three main thenes: 1) NIPC s limted
analysis and warning capabilities; 2) | ack of interagency
cooperation at NIPC, and 3) reluctance of private conpanies to
share information about cyberattacks with N PC

The GAO found that NIPC s analysis and warning capabilities
were limted. It is our experience that the N PC has excell ent
sources of information from law enforcement and intelligence
sour ces. Wil e we understand that sonme information cannot be
shared due to its sensitive or classified nature, the N PC nakes
every effort to craft its information into neaningful warning
nessages suitable for distribution to the wdest possible
audi ence.

I ndustry needs information as quickly as possible. However,
we understand that NI PC puts a prem umon accuracy in its warning
products because it speaks for the federal governnent. Havi ng
worked with NIPC on warning products, we have seen this first



hand. Wil e obviously not all information can be provided to the
private sector, in our experience N PC shares a broad array of
information with the private sector so it can be pondered and
anal yzed.

Because both speed and accuracy are inportant, N PC should
explore ways to inprove the warning process so that it can put
out the nobst accurate warning products it can in the fastest
possi ble tine.

GAO also pointed out that the reluctance of private
conpani es to share information about cyberattacks was an issue in
the effectiveness of N PC W agree that NIPC would be nore
effective if the private sector shared nore information with it,
but we have seen great strides in information sharing over the
past couple of years. The private sector not only runs private
communi cations facilities, but also runs nost of the CGovernnent
comuni cations facilities. W think that the ISACs (Information
Sharing and Analysis Centers) and other information sharing
mechani sms are a good nechanism for this information sharing to
take pl ace. However, the |ISACs and other information sharing
mechani sns need tinme to further devel op. W at |ISS are very
supportive of |1SACs and are doing our part to nake this
initiative as effective as possible.

We al so support GAO s praise of Infraguard. Infraguard is
an effective initiative. Infraguard is able to effectively get
information out to the business and academic communities

hori zontal | y.

V. Information sharing is the key.

Al of the above thenes involve nore information sharing.
W have discussed how the Federal Governnment could be better at
sharing informtion. Conpani es also could be better at sharing
i nformation. However, sharing information about corporate
i nformation security practices is i nherently difficult.
Conmpanies are understandably reluctant to share sensitive



proprietary information about prevention practices, intrusions,
and actual crines with either conpetitors or Governnent agencies.
No conpany wants information to surface that they have given in
confidence that may jeopardize their market position, strategies,
custoner base, or capital investnents.

Allowing the ISACs tinme to develop and grow is one way the
Governnment can help private conpanies becone nore anenable to
sharing information. The voluntary nature of |SACs or
i nformation sharing bodies is extrenely inportant. Attenpting to
force this to happen would be a disaster. As | nentioned earlier
in nmy testinony, speed is extrenely inportant for security
information to be nost useful. Pl aci ng burdensone requirenents
on conpani es would cause information sharing to be a |legal and
ti me-consum ng process.

To help encourage growh of the ISACs, it is inportant to
support legislation that wll strengthen information sharing
| egal protections that shield U S. critical infrastructures from
cyber and physical attacks and threats. Legislation that wll
clarify and strengthen existing Freedom of Information Act and
anti-trust exenptions, or otherwi se create new neans to pronote
critical infrastructure protection and assurance, would be very
hel pful . This legislation would likely have a catalytic effect
on the initiatives that are currently under way. It is
absolutely vital that we work collectively to renove barriers to
information sharing. A broad industry coalition has been working
with Senator Bennett and Senator Kyl on legislation in the
Senate, and with Congressman Davis and Congressman Moran in the
House. On behalf of ITAA | want to express industry support for
t hese bills.

VI. Concl usi on.

W are pleased that the Governnment is interested in taking
conputer security seriously. The United States Governnment spends
billions of dollars buying weapons and gaining intelligence to



protect our country from nore conventional types of attack. Qur
conput er systens nust al so be adequately protected, or our entire
infrastructure could be conpromised by one person wth one
conputer. Even though the task is conplicated, conputer systens
can be protected.

The Governnent has taken great strides in the past few
years. However, nuch, nuch nore is needed. As industry has
considerable resources and expertise, a continued partnership
wWith industry is crucial. |In addition, conputer security nust be
a priority, and |eadership and coordination are necessary in the
Governnent. International |eadership is also required. Perhaps
nost inportantly, funding for secure Governnment systens nust be
increased by a substantial anount, and outsourcing should be
considered as a viable, cost-effective option. The Gover nnent
often does well with the resources it has been given. However ,
conputer security specialists are required to inplenent and
coordinate nmany different security products and services to
adequately secure a system As conputer security expertise is
extrenely rare, the cost of conputer security specialists is

astronom cal . To help address the cost of conputer security,
educational efforts nust be undertaken to train the personnel
required.

Thank you for inviting nme here today. | look forward to a

continuing dialog on the conputer security issue, and hope that,
wor ki ng together, we can adequately secure our country's assets
and information.



